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ABSTRACT
e humanitarian sector is entering in the network age. e explo-
sion in access to new information and communication technology
(ICT) like mobile phones, the internet, and social media, is changing
the way people communicate in emergency situations. However,
the use of new ICT has not yet been adequately accompanied by
an analysis of the challenges it represents for the application of the
four humanitarian principles, namely humanity, neutrality, impar-
tiality and independence. ese principles provide the foundations
for humanitarian action and are central to establishing and main-
taining access to aected people. is article addresses that issue
and provides a design framework to guide humanitarian agencies
towards a principled approach to ICT.
CCS CONCEPTS
•Human-centered computing→Contextual design; •Security
and privacy →Human and societal aspects of security and privacy;
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1 INTRODUCTION
Since Haiti’s earthquake in 2010, humanitarianism has entered the
network age [13]. In the eld, the explosion of access to mobile
phones, the internet, and social media, has changed the way people
are communicating. Local communities can, for example, organize
their own response and engage with the other stakeholders more
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eectively than ever before [15]. Outside of the eld, the network
age has led to the emergence of remote volunteers and technical
communities (V&TCs) also called digital humanitarians. ese
groups — composed of volunteers working from their homes and
oces around the world — collect and organize data from multiple
sources using geolocation, mapping, data cleaning, translation, and
social media. In the Haitian earthquake, digital humanitarians were
able to analyze more data than humanitarians in the eld could
process [2].
ICT now being part of humanitarian action should be guided
by the four humanitarian principles, namely humanity, neutrality,
impartiality and independence as noted by [16]. ese principles
provide the foundations for ethical humanitarian action, whether
in natural disasters or complex emergencies, such as armed con-
icts [12]. Surprisingly, the use of ICT in the eld and remotely has
not been accompanied by an analysis of the challenges it represents
for their application. For instance, V&TCs may not be familiar
with humanitarian principles, and may not have enough contextual
understanding to assess the impact of their own work in relation
to the do no harm principle [18]. Furthermore, most of the debate
on humanitarian technology takes place in the internet and more
scholarly research is needed [18].
It is worth noting that many humanitarian crises become pro-
tracted, blurring the line between humanitarian and development
work. e Development sector has already developed its own prin-
ciples to institutionalize lessons learned in the use of ICT in devel-
opment projects1. ese principles are not in contradiction with
the four humanitarian principles, therefore the laer should also
apply to development workers who are active in conict zones.
is paper will show that ICT is not oen used with the four hu-
manitarian principles in mind, although their application is the key
for establishing and maintaining access to aected people. It will
also contribute to lling this gap by providing a novel design frame-
work to help researcher and practitioners identify and mitigate
potential ethical issues.
2 RELATEDWORK
Hereaer, we provide an overview of the literature related to the
humanitarian principles applied in the context of information and
1hp://digitalprinciples.org/
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communication technology. To do so, we conducted a systematic re-
view of the literature. We aimed to map all articles mentioning the
keywords “humanitarian principles”. We searched six of the main
ICTD, but found no mention of our keywords2. We also searched
the following major ICT digital libraries: ACM Digital library3,
IEEE Explore4, and AIS Electronic Library5. e query was per-
formed on March 23, 2017. We obtained 18 hits in total (14 in IEEE
explore, 4 in AIS Electronic Library). Out of the 18 hits, only three
articles had some relevance. Kurgan [9] reports a statement made
by Michael Van Rooyen, director of the Harvard Humanitarian
Initiative who argues that satellite technology, provides a power-
ful new way to ensure accountability in the hands of experienced
analysts guided by humanitarian principles. Sabou and Klein [17]
underline the fact that digital humanitarians are not always aware
of the existance of the humanitarian principles. Furthermore, they
do not always see themselves as really engaged in humanitarian
action. Lambert [11] discusses how social media can be leveraged
in disasters. He points to several opportunities but also draws the
reader’s aention to the challenges posed by data ethics, pointing
to issues around privacy and data collection consent. He further
indicates that, in disaster contexts, digital artifacts can potentially
violate humanitarian principles as indicated by Shanley et al. [19].
is systematic review of major outlets for ICT articles shows that
the interest for humanitarian principles is emerging but is still very
marginal.
is issue is highlighted by the academic humanitarian liter-
ature, which recognizes that communication technology should
be guided by humanitarian principles [1, 8, 14, 16, 18]. In 2016,
the Harvard Humanitarian Initiative [16] pointed out that further
work is needed to guide the use and understanding of ICT in re-
lationship to humanitarian principles. Sandvik promoted a future
research agenda exploring how new technology aects the every-
day achievement of these principles and how it alters practice in
the eld [18]. Labbe´ and Daudin acknowledged that the use of new
technology represents a real challenge for the application of certain
principles [10].
e humanitarian professional literature has taken steps to guide
the use of ICTs. However, they did not seem to be concerned with
the humanitarian principles. e United Nations Oce for the Coor-
dination of Humanitarian Aairs (OCHA) provided a guide on how
to use data responsibly but did not include humanitarian principles
in its risk evaluation framework [14]. e United Nations High
Commissioner for Refugees (UNHCR) issued a brochure entitled
connecting refugees, which does not mention humanitarian princi-
ples. Its aim is to ensure that all refugees, and the communities that
host them, have access to mobile and internet connectivity [20].
Considering that giving access to all refugees is impossible, UN-
HCR ignores the possible breach of the impartiality principle due to
technology (see Section 3.3.3). e International Commiee of the
Red Cross (ICRC), e Engine Room, and Block Party have just is-
sued a report on Humanitarian Futures for Messaging Apps. Again,
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the humanitarian principles are not part of their risk analysis [6].
e association Professionals in Humanitarian Assistance and Pro-
tection (PHAP) acknowledges that new technologies provide both
opportunities and threats to principled humanitarian work, but
do not analyse them [7]. To our knowledge, only the American
Red Cross has issued a professional report applying a principled
approach but it is for innovation in general [1].
3 PRINCIPLED HUMANITARIAN ICT
Given the lack of principled approach to humanitarian information
technology, we propose a novel design framework. is framework
is a road map for any humanitarian workers or V&TCs who use
ICT. Our framework has three pillars. First, the necessity to have a
clear understanding of the humanitarian and operational context.
Second, the necessity to have a clear understanding of the digital
solution. ird, the necessity for a critical assessement of the solu-
tion with respect to the context. It should be noted that being able
to critically assess the use of technology should not only be le to
social scientists but should also be a skill taught to system designers
and engineers. Without raising their awareness of the potential
risks posed by their technical artefacts, it might be very hard to
mitigate them. Figure 1 shows an illustration of the framework that
can be used as analysis canvas.
Political situation
Geographical situation
Infrastructure
Demographics
Needs
…
Humanitarian context
Service
Data
Usability
Network 
Provider
Device
…
The digital solution
Independence
Risks Mitigation
The solution in the context
Impartiality
Risks Mitigation
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Risks Mitigation
Humanity
Risks Mitigation
Context: Technology:
Figure 1: Canvas illustrating the framework.
3.1 e humanitarian and operational context
Understanding the humanitarian and operational context in terms
of political situation, demographics of the actors involved, language,
access to digital hardware and infrastructure, as well as, digital
literacy, and needs is crucial. It allows the aid agencies to use the
apropriate tool. Even though we are in the digital age sometimes the
humanitarian and operational context requires the use of traditional
means of communication. To illustrate our point we will take the
example of the Red Cross Message (RCM).
Since its creation in the nineteenth century one of the tasks of
the Red Cross and Red Crescent Movement is to restore contact
between families separated by humanitarian crises. To ensure com-
munication between family members the Red Cross invented the
RCM, which is a simple standardized form used to record basic
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information about the sender and addressee, with space for a per-
sonal hand-wrien message [3]. It is transmied between oces of
the ICRC and/or National Societies via national postal and courier
services. As one could expect, the total number of RCMs distributed
has signicantly decreased in the last decade (more than 500,000 in
2003 against around 100,000 in 2012) [3]. However, it is still used
in specic situations [3]. In some prisons or detention facilities
authorities prefer to use RCMs to telephones, because they can cen-
sor them. In area lacking communication coverage, RCMs remain
useful. is is the case of the Democratic Republic of Congo, where
there has only been an 8% decrease in RCMs collected between
2008 and 2011, compared to the 58% decrease globally [3]. As il-
lustrated in our RCM example, understanding and analysing the
humanitarian and operational context allow aid agencies to use the
right technology, which is not necessarily high-tech.
3.2 e digital solution
is part of the framework gives a detailed account of the digital
solution in terms of service, usability, data gathering, network
infrastructure, hardware requirements, and so on.
e service is the main functionality of the information technol-
ogy. A service like Twier could be broadly described as follows.
It is a public platform to share short messages. Users receive a
news-feed of messages posted by people they chose to follow. ey
can access any public message posted on the platform via a search
mechanism. Messages can contain a maximum of 140 characters.
ey can contain links, videos, images, and user location. Mes-
sages posted are generally visible to anyone on the platform, even
though private messages are possible. Users have to login in order
to use the service. Some users have their identity veried by the
platform provider and receive a badge next to their names. ere
are currently around 300 million monthly users of the platform.
Usability informs on the level of competence needed to be able
to use the service prociently. It is necessary to check whether the
service is internationalized and oers accessibility support. e
level of digital literacy in order to use the service must be evaluated.
Twier can be described as relatively easy to use, even though it
requires a login process which presupposes the existence of an
email address or a phone number. Furthermore, as it is mainly text
based, it requires some basic literacy skills.
Data gathering describes data provided and shared by users
explicitly, such as the content of a message, or implicitly such as
metadata and activity traces. Humanitarian agencies should know
if the data is encrypted and the service is secured. Twier uses SSL,
but messages are currently not encrypted. Regarding its way of
handling data, Twier provides the following information: “When
using any of our Services you consent to the collection, transfer,
storage, disclosure, and use of your information as described in this
Privacy Policy”6.
In terms of networks it is important to understand the type
of infrastructure required to run the service. e service can be
standalone (not connected to the network) or it can be connected
to a local server, the cloud, or nearby peers. It is also important
to describe the networking load of the service to determine the
bandwidth and data plans required to run the service smoothly.
6hps://twier.com/privacy
Twier is a cloud based service thus requiring internet connection
to work. Furthermore, in some countries, such as China, despite an
internet connection, the service is inaccessible due to government
censorship. In terms of bandwidth, even though it mainly uses text
it is known to consume a large quantity of data because it starts
to play videos automatically7. Luckily, it is possible to reduce the
load in the seings.
e service providers description provides information about
potential conicts of interest or dependencies due to the business
model or political aliations. For instance, Twier is a for-prot
public company based in the U.S.A. Its business model relies mainly
on harvesting user data to serve advertisements. It also sells data
to users through its APIs.
Hardware requirements inform about minimum device specica-
tions to access and use the service. e service can be, for instance,
a web app available through any browser, or a native app available
on specic operating systems or even particular devices. In the
case of Twier, the service can be used on any web browser and
can also be used through native mobile apps.
3.3 e solution in context
is part of the framework puts the digital solution in context with
the humanitarian action and proposes to analyse its implications
through the lens of the four humanitarian principles, humanity,
neutrality, impartiality and independence. ese principles are de-
rived from the core principles, which have long guided the work of
the International Commiee of the Red Cross and the national Red
Cross/Red Crescent Societies [12]. Over the past couple of decades
they have gained broad acceptance, and a consensus has more or
less been reached on their overriding importance in humanitarian
activities [10].
Using these principles to analyze digital interventions in the
eld will allow to more easily identify risks by asking the right
questions, and provide strategies to mitigate them, if possible. It is
then up to the humanitarian workers to decide if identied risks
are acceptable or not.
3.3.1 The solution and the principle of humanity. e humanity
principle consists in trying, to prevent and alleviate human suering
wherever it exists [1]. ICT tools should therefore be used when they
allow to prioritize humanitarian needs that will protect life as well
as ensure dignity for all [1]. Finally, their implementation should
not create additional vulnerability, dependencies, risks or other
harms [1].
In the humanitarian context, twiing can be a way to protect life,
because it enables people to communicate. On 6 August 2012, ood
waters surged through Manila, the capital of the Philippines. Kassy
Pajarillo’s mother and grandmother were stranded in their home
in a neighbourhood of Manila. ey called Kassy to ask her for
help. She tweeted about the situation using the #rescueph hashtag,
which had been put in place by the Filipino authorities. e laer
noticed the tweet and rescued Kassy’s family [13]. In this brief
example ICT technology respected the principle of humanity by
protecting life, but it also created a potential risk. Kassy’s twied:
202 Roxas St Aniban Baccor Cavite. My mom and Lola who couldn’t
walk anymore needs aention and rescue [13]. Unintentionally,
7hps://www.cnet.com/how-to/apps-that-use-the-most-data/
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Kassy created potential risk by pointing out on a public network
that the people who needed to be rescued were two women and
one of them was very vulnerable. is information could have
served malicious purposes such as robbing the two ladies. It does
not mean that Kassy should not have used the hashtag rescueph
put in place by the Filipino authorities, but she could have given
less information and simply mentioned that two family members
needed to be rescued. e Filipino authorities or any aid agency that
decide to use Twier or any other public platform should inform
its users of the potential risk to give away too much information.
e ethical standard (not creating additional risk) inherent to the
principle of humanity should guide any humanitarian stakeholder
in its use of technology. As Labbe´ and Daudin observe, using or
sharing data (e.g. satellite imaging, crowdsourcing) could also call
an organization’s responsibility to protect their beneciaries into
question [10].
3.3.2 The solution and the principle of neutrality. e principle
of neutrality states that humanitarian actors must not take sides
in hostilities or engage in controversies of a political, racial, reli-
gious or ideological nature [12]. Technology is neither neutral nor
passively adopted in a crisis, it is used by people with dierent
professional and cultural backgrounds [18]. Where technology and
users are perceived as having bias, humanitarian actors should
incorporate context appropriate solutions to build trust and ac-
ceptance in the communities [1]. ey should also be neutral to
specic technologies, partners and funding sources, when choosing
an ICT technology [1]. Finally, it is important to pay aention
to how the absence of neutrality in communication, mapping and
data-gathering technology impinges on the stated objective of hu-
manitarian neutrality [18].
Alfred Korzybski’s famous words “the map is not the territory”,
illustrate well the diculty of applying the neutrality principle
to mapping. For instance, when mapping a refugee camp, hu-
manitarian actors (professional or remote volunteer and technical
communities) can map places of worship from only one religious
group, although they are at least three dierent ones. By doing
so, they intentionally or unintentionally (their satellite image was
so poor that they could not recognize all the worship places) a
religious controversy. One way to mitigate this problem is to cross
check technological data (in this case satellite imagery) with data
collected on the ground (physical survey of the camp). Furthermore,
the use of new technology can add a layer of political complexity.
For example, the biometric technology, which is considered as facil-
itating the registration process of refugees raises the question about
sharing that data with the host government [8]. If the laer makes
this request, what would it imply for the humanitarian principle of
neutrality? e same issue can arise by providing digital access to
local community representatives that might have been subverted
by local warlords or unrepresentative power brokers [13].
3.3.3 The solution and the principle of impartiality. e princi-
ple of impartiality states that humanitarian action must be carried
out on the basis of need alone, giving priority to the most urgent cases
of distress and making no distinction on the basis of nationality, race,
gender, religious belief, class or political opinions [12]. is means
that priority should be given to marginalized groups like women,
children, elderly people, disabled people and refugees [1]. Sadly,
those groups are oen the ones who have less access to technology
because they either do not have the network coverage, nor own a
cell phone or a computer and are literacy-challenged. e Inter-
national Telecommunication Union statistics show that internet
penetration rates are higher for men than for women in all regions
of the world [21]. For instance, relying on Twier to respond to
injury request can raise risks of impartiality. A large number of
injury request coming from a specic area does not necessarily
mean that this area has the largest people injured, it could just in-
dicate an area where more people have access to Twier [13]. e
implementation of ICT that would respect the principle of impar-
tiality should take into account these parameters and nd update
alternative solutions to mitigate them.
3.3.4 The solution and the principle of Independence. Unlike in
development work, where it is normal to ally with the governe-
ment or the local authorities to establish the rule of law and strong
governance, humanitarian action has to stick to its principle of inde-
pendance. e principle of independence states that humanitarian
action must be autonomous from the political, economic, military or
other objectives that any actor may hold with regard to areas where
humanitarian action is being implemented [12]. Some challenges
to independence can be the required access or consent to commu-
nication infrastructure from governments. ere might also be
conicting loyalties towards third parties providing communica-
tion infrastructure, access to data and so forth. In addition, the
network age has brought new actors into humanitarian action like
private companies. Indeed with most networked solutions there is
a need to rely on a mobile network operator, which in some cases
can be shut down by the government. For instance, the Jordanian
government has prohibited the local mobile network provider to
oer data service to the Za’atari refugee camp. Also with the rise
of soware as a service (SAAS), users are dependent on remote
cloud services for data storage and processing. Some services try
breaking this dependence and oer ad hoc networking solutions
(e.g., [4, 5], where phones communicate directly with each other, or
local solutions, where local servers process and store data (e.g.,[22]).
Such solutions can only work for a certain type of local commu-
nication services and will not be able to replace services such as
Twier.
4 CONCLUSION
Given the increased usage of ICTs in the humanitarian sector, adopt-
ing a principled approach to its deployment is fundamental and
should be observed by all stakeholders. However, the humanitarian
principles are more ethical guides and cannot be applied without
weighing pros and cons rst. is paper has put forth a framework
to allow academics, system designers, and practitioners to criti-
cally analyze information and communication technology using an
approach that respects humanitarian principles. Future work will
provide case studies analyzing technological intervention in the
humanitarian eld. We will also evaluate the usability of the frame-
work with practitioners. Finally, from the case studies, we will
extract guidelines for particular classes of information technologies
in dierent contexts to build up the humanitarian doctrine.
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